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REPUBLIC OF LITHUANIA
LAW AMENDING THE LAW ON LEGAL PROTECTION OF PERSONA L DATA

11 June 1996 No. I-1374

Vilnius

(A new version of 1 February 2008, No. X-1444)

Article 1. A New Version of the Law of the Republioof Lithuania on Legal Protection of Personal Data

The Law of the Republic of Lithuania on Legal Potien of Personal Data shall be amended and st toread
as follows:

‘REPUBLIC OF LITHUANIA
LAW ON LEGAL PROTECTION OF PERSONAL DATA

CHAPTER ONE
GENERAL PROVISIONS

Article 1. Purpose, Objectives and Scope of the Law

1. The purpose of this Law is protection of anwlial’s right to private life while processing penal data.
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2. This Law shall regulate relations arising in tdwrse of the processing of personal data by aatiormeans,
and during the processing of personal data by dtiem automatic means in filing systems: listsddadexes, files,
codes, etc. The Law shall establish the rightsadfiral persons as data subjects, the procedutedgrrotection of these
rights, the rights, duties and liability of legalcanatural persons while processing personal data.

3. This Law shall apply to the processing of peataata where:

1) personal data are processed by a data contvdileiis established and operating in the territdriithuania, as
part of its/his activities. Where personal data precessed by a branch office or a representatifreecof a data
controller of Member State of the European Uniomanother state of the European Economic Area, lesttad and
operating in the Republic of Lithuania, such braaffice or representative office shall be boundlgy provisions of this
Law applicable to the data controller;

2) personal data are processed by a data contvatieh is established in the territory other thhe Republic of
Lithuania but which is bound by the laws of the Ra of Lithuania by virtue of international publlaw (including
diplomatic missions and consular posts);

3) personal data are processed by a data contestablished and operating in a non-member statiheof
European Union or another state of the Europeamd&ua@ Area (hereinafter — third state), which upessonal data
processing means established in the Republic dlukitia, with the exception of cases where such snaenused only
for transit of data through the territory of thepRblic of Lithuania, the European Union or anotsiate of the European
Economic Area. In the case laid down in this suageaph, the data controller must have its reprasgat— an
established branch office or a representative @fficthe Republic of Lithuania which shall be bounydthe provisions of
this Law applicable to the data controller.

4. This Law shall not apply if personal data arecpssed by a natural person only in the coursesgbdrsonal
activities unrelated to business or profession.

5. When personal data are processed for the pugpdsttate security or defence, this Law shall ypplly where
other laws of the Republic of Lithuania do not pdavotherwise.

6. This Law shall not restrict or prohibit free neowent of personal data when fulfilling European dgni
membership commitments of the Republic of Lithuania

7. This Law shall harmonise regulation of legaltpation of personal data in the Republic of Lithiaawith the
European Union legal acts referred to in the Anioethis Law

Article 2. Definitions

1. Personal datashall mean any information relating to a naturakpa, the data subject, who is identified or
who can be identified directly or indirectly by eeénce to such data as a personal identificatiombeu or one or more
factors specific to his physical, physiological,nta, economic, cultural or social identity.

2. Data recipient shall mean a legal or a natural person to whorequerl data are disclosed. The authorities
supervising the implementation of this Law refertedh Articles 8 and 36 of this Law as well asetstate and
municipal institutions and agencies shall not lgarded as data recipients when they obtain persiatalin response to
a specific request for the purposes of fulfillingit control functions laid down in laws.

3. Disclosure of datashall mean disclosure of personal data by trarsam=or making them available by any
other means (with the exception of publishing themnass media).
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4. Data processingshall mean any operation, which is performed wetspnal data such as collection, recording,
accumulation, storage, classification, groupingnbming, alteration (supplementing or rectifying)sclosure, making
available, use, logical and/or arithmetic operajaetrieval, dissemination, destruction or anyeotbperation or a set of
operations.

5. Data processing by automatic meanshall mean any operation performed with persontd darried out in
whole or in part by automatic means.

6. Data processorshall mean a legal or a natural person other thaangployee of the data controller, processing
personal data on behalf of the data controller. 34 processor and/or the procedure of its/hisimaton may be laid
down in laws or other legal acts.

7. Data controller shall mean a legal or a natural person which almngintly with others determines the
purposes and means of processing personal datacWieepurposes of processing personal data @reldavn in laws or
other legal acts, the data controller and/or tleeg@dure for its/his nomination may be laid dowrsicth laws or other
legal acts.

8. Special categories of personal datshall mean data concerning racial or ethnic orgjia natural person, his
political opinions or religious, philosophical other beliefs, membership in trade unions, and kalth, sexual life and
criminal convictions.

9. Prior checking shall mean an advance inspection of processirg lwkfore it is started in the cases laid down
in this Law.

10. Filing system shall mean any structured set of personal datangedhin accordance with specific criteria
relating to the person, allowing an easy accegetsonal data in the file.

11. Consent shall mean an indication of will given freely bydata subject indicating his agreement to the
processing of his personal data for the purposesvikrio him. His consent with regard to special gates of personal
data must be expressed clearly, in a written orvaégnt form or any other form giving an unambigsayidence of the
data subject’s free will.

12. Direct marketing shall mean an activity intended for offering goamfsservices to individuals by post,
telephone or any other direct means and/or foriwib their opinion about the offered goods or 8ms.

13.Third party shall mean a legal or a natural person, with tleeptton of the data subject, the data controller,
the data processor and persons who have beenlygiaethorised by the data controller or the datacpssor to process
data.

14. Internal administration shall mean activity which ensures an independamttioning of the data controller
(structure administration, personnel managementagement and use of available material and finhnemurses, and
clerical work).

15. Public data file shall mean a state register or any other datavfiieh pursuant to laws and other legal acts is
intended for the disclosure of information to thubjic and which may be lawfully used by the public.

16. Video surveillanceshall mean processing of image data concerningagberson (hereinafter — image data)
by using automated video surveillance means (viged photo cameras, etc.) irrespective of whethesethdata are
recorded in a file or not.

CHAPTER TWO
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PERSONAL DATA PROCESSING

Article 3. Requirements for Personal Data Processm
1. The data controller must ensure that persortal aa:

1) collected for specified and legitimate purpoaed later are not processed for purposes inconipatiith the
purposes determined before the personal data cwettere collected,;

2) processed accurately, fairly and lawfully;

3) accurate and, where necessary, for purposesembpal data processing, kept up to date; inaccurat
incomplete data must be rectified, supplementexsest or their further processing must be suspended;

4) identical, adequate and not excessive in relat® the purposes for which they are collected amther
processed;

5) kept in a form which permits identification cditd subjects for no longer than it is necessaryHerpurposes
for which the data were collected and processed.

2. Personal data collected for other purposes neaprbcessed for statistical, historical or scientiesearch
purposes only in the cases laid down in laws, piedithat adequate data protection measures arédaia in laws.

Article 4. Storage and Destruction of Personal Data

Personal data shall not be stored longer thannecessary for data processing purposes. Persatahtlst be
destroyed when they are no more needed for thecegssing purposes, with the exception of data whicist be
transferred to State archives in the cases laichdowaws.

Article 5. Criteria for Lawful Processing of Persoral Data

1. Personal data may be processed if:

1) the data subject has given his consent;

2) a contract to which the data subject is partyeisig concluded or performed,;

3) it is a legal obligation of the data controllerder laws to process personal data;
4) processing is necessary in order to proteck viterests of the data subject;

5) processing is necessary for the exercise o€iaffauthority vested by laws and other legal actstate and
municipal institutions, agencies, enterprises thir@ party to whom personal data are disclosed;

6) processing is necessary for the purposes dfrfegje interests pursued by the data controlldayoa third party
to whom the personal data are disclosed, unledsisterests are overridden by interests of the sialigect.

2. It shall be prohibited to process special categmf personal data, except in the following sase
1) the data subject has given his consent;

2) such processing is necessary for the purposesmpioyment or civil service while exercising righénd
fulfilling obligations of the data controller inetfield of labour law in the cases laid down in $aw
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3) it is necessary to protect vital interests @& thata subject or of any other person, where the slzbject is
unable to give his consent due to a physical disgbr legal incapacity;

4) processing of personal data is carried out &itipal, philosophical, religious purposes or pogps concerning
the trade-unions by a foundation, association gra@her non-profit organisation, as part of itshates, on condition
that the personal data processed concern solelyndrabers of such organisation or to other persams regularly
participate in such organisation in connection vitshpurposesSuch personal data may not be disclosed to a plairty
without the data subject’s consent;

5) the personal data have been made public byatzestibject;

6) the data are necessary, in the cases laid dovewis, in order to prevent and investigate crihmraother
illegal activities;

7) the data are necessary for a court hearing;

8) it is a legal obligation of the data controllerder laws to process such data.

3. The data about a person’s health may also beegsed for the purposes and in the procedure i dn
Article 10 of this Law and other laws pertaininghtealth care.

4. Personal data relating to a person's recor@i¥iction, criminal acts or security measures mayplocessed,
for crime prevention, investigation purposes andthrer cases laid down by laws, only by a statgtirti®n or agency in
the manner laid down in laws. Other natural or lggersons may process such data in the cases davd by laws
provided that appropriate measures laid down irsland other legal acts for the protection of leggtie interests of the
data subject have been adequately implemented.il€ktdata about previous convictions may be prasessnly
according to the procedure laid by the Law on SRagisters.

Article 6. Forms of Disclosure of Personal Data

In the cases laid down in this Law, personal da&ial $e disclosed under a personal data disclosongract
between the data controller and the data recipiettie case of a multiple disclosure or in respdiesa request of the
data recipient in the case of a single disclostie contract must specify the purpose for whichspeal data will be
used, the legal basis for disclosure and recdiptconditions, the procedure of use and the extepérsonal data that is
disclosed. The request must specify the purposeviioch personal data will be used, the legal bmiglisclosure and
receipt and the extent of personal data requested.

Article 7. Use of Personal Identification Number

1. Personal identification number is a unique seqeef digits. Personal identification number isigiged to a
person in accordance with the procedure laid dovthe Law on the Population Register.

2. It shall be permitted to use personal identiftcanumber when processing personal data only thighconsent
of the data subject, except in cases specifiediagraphs 4 and 5 of this Article, when the uspes§onal identification
number shall be prohibited.

3. Personal identification number may be used withioe consent of the data subject only if:

1) such aright is laid down in this and other laws
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2) a scientific or statistical research is caroedin the cases laid down in Articles 12 and 1&af Law;

3) it is processed in State or institutional regist provided that they have been officially getiuaccordance
with the procedure laid down in the Law on StatgiBers and in information systems provided thaythave been set
up in accordance with the procedure laid down galects;

4) it is processed by legal persons involved invaes related to granting of loans and recovefydebts,
insurance or financial leasing, health care andasatsurance as well as in the activities of othmastitutions providing
and administrating social care, educational eshifrients, science and studies institutions. Legabps specified in this
subparagraph may use personal identification nurohbr for the purpose for which it has been recgiaad only in
these cases where it is necessary for a legitiaradespecified purpose of personal data processing ;

5) classified data are processed in cases laid dgviaws.
4. Personal identification number may not be mad#ip.

5. Personal identification number may not be ctdleé@nd processed for direct marketing purposes.

Article 8. Processing of Personal Data and the Frdem of Provision of Information to the Public

The processing of personal data by the media ®ptirpose of providing information to the publigistic and
literary expression shall be supervised by thedotp of Journalist Ethics. His competencies sballaid down in the
Law on Provision of Information to the Public. lmese cases only the provisions of Articles 1, 2,3, 6, 7, 30, 53 and
54 of this Law shall apply to the processing ofsperl data.

Article 9. Personal Data Processing for Social Ingance and Social Assistance Purposes

For the purposes of social insurance and sociatasse administrative institutions of the Statei&lolnsurance
Fund and legal persons providing or administeringiad assistance shall exchange personal data wtitthe data
subject’s consent.

Article 10. Personal Data Processing for Health Ca Purposes

1. Personal data on a person’s health (its stagndsis, prognosis, treatment, etc.) may be psecedy an
authorised health care professional. A person’#tfheball be subject to professional secrecy utiderCivil Code, laws
regulating patients’ rights and other legal acts.

2. Personal data processing for scientific medicataesh purposes shall be carried out in accordaritetks
and other laws.

3. Personal data on a person’s health may be meddsy automatic means, also for scientific medies¢arch
purposes the data may be processed only havirfiedatie State Data Protection Inspectorate. Is ¢hse the State Data
Protection Inspectorate must carry out prior chagki

Article 11. Personal Data Processing for the Purposes of Eleatis, Referenda and Citizens' Legislative
Initiative

1. Processing of personal data (name, surname péi&igth, personal identification number, addresshe place
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of residence, citizenship, number of the identifma document) for the purposes of elections, efda, citizens'
legislative initiative, political campaigns anddimcing of political parties shall be determinediig and other laws.

2. Information compiled by the Central Electoraln@oittee on the basis of statements and other datisme
submitted by candidates or their representativelsammounced on the Internet website, about carefidabtes received
by the candidates, lists of members of electoratederendum committees, observers, representatwmesnbers of
initiative groups and lists of donors of politicehmpaigns may be revised after the announcememteation or
referendum results, only for the purposes of cawacof language mistakes or when the informationtloe Internet
website differs from the information in the statertseand other documents delivered at the time pbestby legal acts.
Personal identification numbers of the candidated any other persons, their citizenship or numbefrstheir
identification documents, the exact address (streatber of the house, number of the apartmentheif place of
residence may not be made public on the Internbsite

Article 12. Personal Data Processing for ScientifiResearch Purposes

1. Personal data may be processed for scientgeareh purposes on condition that the data subgcgiven his
consent. Without the data subject’s consent, peisdsita may be processed for scientific researcphgses only upon
notifying the State Data Protection Inspectoratethis case the State Data Protection Inspectanast carry out a prior
checking.

2. Personal data which have even used for scieméfearch purposes must be altered immediateheimanner
which makes it impossible to identify the data sehbj

3. The personal data collected and stored for sieresearch purposes may not be used for angrgitirposes.

4. In these cases where the conducted researches dequire data identifying a person, the datarotler shall
provide to the data recipient such personal data fivhich identification of a person is not possible

5. Research results shall be made public togetltér the personal data on condition that the datgest has
given his consent to have his personal data mallécpu

Article 13. Personal Data Processing for StatistiddPurposes

1. Processing of personal data for statistical @sep is the carrying out of statistical surveys disdlosure and
storage of their results.

2. Personal data collected for other than stasisparposes may be used, in the cases laid dowaws, for the
preparation of official statistical information.

3. Personal data collected for statistical purpasag be disclosed and used for other than statigtierposes in
accordance with the procedure and in the casesl¢meh in the Law on Statistics.

4. Personal data collected for different statistozaposes shall be compared and combined onlyoadition that
the personal data are protected against unlawéufarsother than statistical purposes.

5. Special categories of personal data shall beatetl for statistical purposes solely in the fammch does not
permit direct or indirect identification of the dadubject, except in the cases laid down in laws.

Article 14. Personal Data Processing for Direct Maketing Purposes
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1. Personal data may be processed for direct magketrposes only after the data subject has gneoonsent.

2. Personal data may be processed for direct magketirposes if, when collecting the data, theagjerperiod for
personal data is set.

3. The data controller must provide a clear, fséeharge and easily realisable possibility for tfea subject to
give or refuse giving his consent for the procassihhis personal data for direct marketing purgose

4. Data controller while rendering services orisglgoods in accordance with the procedure anditond set by
this Law, receives contact information (name, som@and address) from data subjects who are hisroess may only
use this data without a separate data subject'secrfor the marketing of his own goods or servifea similar nature
provided that the customers have been given a,des-of-charge and easily realisable possibitit to give their
consent or refuse giving their consent for theafdlis data for the above-mentioned purposeseatitihe of collection of
the data and, if initially the customer has noegbgd against such use of the data, at the tirmadf offer.

Article 15. Personal Data Processing for Electroni€ommunication Purposes

The processing of personal data in the field ottebmic communications shall be governed by the law
Electronic Communications and this Law.

CHAPTER THREE
VIDEO SURVEILLANCE

Article 16. Conditions on Video Surveillance

Video surveillance may be used for the purposenstigng public safety, public order and protectpggson’s
life, health, property and other rights and freedarfpersons but only in these cases when othes wayneasures are
insufficient and (or) inadequate for the achievenwrthe above mentioned purposes unless they\seidden by the
interests of the data subject.

Article 17. Video Surveillance in the Workplace

Video surveillance in the workplace may be used @rtien because of the specifics of the work itasassary to
ensure safety of persons, property or the publitiarother cases when other ways or measures sufiaient and (or)
inadequate for the achievement of the above mesdipurposes.

Article 18. Requirements on Video Surveillance

1. Processing of image data must be set down inteemwdata controller's document specifying thepgmse and
the extent of video surveillance, the retentioniquerof video data, conditions of access to proaksseage data |,

conditions and procedure of destruction of theda dad other requirements concerning legitimategssing of video
data.

2. The data controller shall ensure that image daggrocessed only by persons authorised by tiaecdatroller
who must be instructed on legal acts regulatingll@gotection of personal data and who obligatedlide by them by
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signing.

Article 19. Installation of Video Surveillance Devces

1. Taking into account the defined purpose of vidaoveillance, video surveillance devices mustristailed in
such a manner as to ensure that:

1) video surveillance covers not excessive patti@fpremises or territory than it is necessary;
2) image data are collected only of such an extéinth is necessary.

2. It shall be prohibited to install and exploisialled video surveillance devices in such a matirarthe area of
surveillance covers residential premises and (mpeeain private territory or entrance to it, exiciep the cases specified
by laws. In the common use premises video surveladevices may be installed on the decision ofrihgrity of co-
owners.

3. It shall be prohibited to use video surveillamcg@remises where the data subject reasonablycexpésolute
protection of privacy and where such surveillanceild undermine human dignity (e.g. toilets, chaggimoms, etc.).

Article 20. Notification of Data Subject about Vide Surveillance

1. The data controller shall ensure that the falhgwinformation is clearly and properly providedfdre the
entrance to the premises or territory in which viderveillance is used:

1) that video surveillance is used there;
2) the data controller’s contact information (addrer telephone number) and other requisites.

2. The data controller may provide as well othafitmhal information relevant for ensuring that ga@nal data are
processed lawfully and without infringing the datdject’s rights (e.g. purpose of video surveilignc

3. If video surveillance is used in a work placd anthe data controller’'s premises or territoiiesvhich the data
controller’s personnel work, the personnel mushbtied of such processing of their image dataviiting, according to
the procedure laid down in Article 24(1) of thisw.a

CHAPTER FOUR
EVALUATION OF SOLVENCY AND DEBT MANAGEMENT

Article 21. Personal Data Processing for the Purpasof Evaluating a Person's Solvency and Managing Hli
Debt

1. The data controller shall have the right to psscand disclose to third parties having legitinigterests data,
including personal identification number, of datdbjects who have failed to fulfil, in a timely apdoper manner, their
financial and (or) property obligations (hereinaftalebtors) for the purpose of evaluating thelveocy and managing
their debt, provided that data protection requinet®iset out in this Law and other legal acts atg domplied with.

2. The data controller shall have the right to ldise debtors’ data, including personal identificathumber, to
other data controllers who process consolidatedoddiles (hereinafter consolidated files). The al@ontroller may
process consolidated files for the purpose of dgob such data to third parties having legitimaterests so that they
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could evaluate solvency of the data subject andageris debt only if he has duly notified, accogdin the
procedure laid down in Article 33 of this Law, tis¢ate Data Protection Inspectorate which must cautya prior
checking.

3. The data controller may disclose debtors' dataandition that he has sent a written remindeth® data
subject about his default and where, within tho@dyendar days of the sending (submitting) dat&éefréminder:

1) the debt is not settled and (or) the deadlimeétfe repayment is not extended; or
2) the data subject does not contest the debt mpeling grounds.
4. The data controller may not process speciaboaites of personal data.

5. Consolidated files may not be combined with pea$ data from other personal data files which hia@en
compiled and are processed for purposes otheretvanation of solvency and debt management.

6. The data controller processing consolidated filgpon receiving debtors’ data from the data odietr referred
to in paragraph 2 of this Article, must provide leaata subject with the following information (usdethe data subject
already has such information):

1) his (the data controller’s) and his represewggdi if any, requisites and address of registeféde;
2) the purposes of the processing data subjeatsopel data;

3) the sources and the type of the data subjeats which have been collected, the recipient aagtirposes for
which the data are being disclosed, the existehtieeodata subject's right of access to his pelsdeta and his right to
request rectification of incorrect, inaccurate armbmplete personal data.

7. The data about the default of data subject tmely and proper fulfilment of his financial andr) property
obligations may not be processed for a period Ipttgan ten years from the date of settlement otifte. Where the data
subject repays his debt, data controllers mustrengat during the processing data about the ddipest's default on
timely and proper fulfilment of his financial anok) property obligations the following informatiamspecified:

1) settlement of the debt by the data subject;

2) the date of the debt settlement.

Article 22. Processing of Data about the Renderediancial Services Connected to Risk Acceptance fdne
Purpose of Solvency Evaluation

1. Banks and other credit institutions as well as ritial undertakings engaged in credit and (or) faman
activities may disclose to each other the dataesidj to whom these banks and other credit ingtitst as well as
financial undertakings, who are engaged with creditl (or) financial activities, have rendered cemi to render
financial services concerning the acceptance ofritle (as it is laid down in the Law on Financialstitutions)
(hereinafter — services) and the data subjectsyiging security of obligations of the above men&d persons’ to the
above mentioned institutions and undertakings, gretisdata (name, surname, personal identificatiomber (data of
identity document if personal identification numb&mot given), the type and the amount of the estpd and denied
financial obligations, the types, the amount areltdrms of performance of existing financial obfigas, data about the
performance of these obligations as well as datautaprevious financial obligations and their penfi@ance) for the
purposes of evaluation of solvency on the conditiat the data subjects have given their consent.

2. Banks and other credit institutions as welliaarfcial undertakings engaged in credit and(ogrfmal activities
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may obtain personal data on the conditions andettent of paragraph 1 of this Article only when ttata
subject:

1) applies to these institutions and undertakings$He services or for the security of financialigditions;

2) has received services from these institutiordswardertaking or has given security for the finahobligations
and it is necessary to evaluate the existenceeafisk for the proper fulfilment of the undertakabligations.

3. Banks and other credit institutions as well iagrfcial undertakings engaged with credit and (o@ncial
activities shall ensure the received data subjeletts are not:

1) processed for purposes incompatible with thep@aes determined before the personal data concemeed
collected;

2) stored for a period longer than twelve months negative decision concerning the granting #wwise is
taken.

4. Banks and other credit institutions as well iaarfcial undertakings engaged with credit and {oncial
activities shall ensure that data about the sesvieedered, performance and proper fulfilment efrtlare not stored for a
period longer than ten years from the date oflfuént of these obligations, unless laws or legtd passed on their basis
establish otherwise.

CHAPTER FIVE
RIGHTS OF THE DATA SUBJECT

Article 23. Rights of the Data Subject

1. The data subject, in accordance with the praeeldid down in this Law, shall have the right:
1) to know (be informed) about the processing efgd@rsonal data;

2) to have an access to his personal data anditddsened of how they are processed;

3) to request rectification or destruction of hexgonal data or suspension of further processingsopersonal
data, with the exception of storage, where the degaprocessed not in compliance with the provsiohthis Law and
other laws;

4) to object against the processing of his persdata.

2. The data controller must provide the data subjét the conditions for exercising the rightsdaown in this
Article, with the exception of cases laid downawk when it is necessary to ensure:

1) state security or defence;

2) public order and prevention, investigation, deta and prosecution of criminal offences;
3) important economic or financial interests of state;

4) prevention, investigation and detection of Miolas of official or professional ethics;

5) protection of the rights and freedoms of thexdatbject or other persons.

3. The data controller must justify the refusagitant the request of the data subject to exerbseights granted
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to the data subject by this Law. Having receivedcuest from the data subject, the data controilest reply him
within thirty calendar days of the date of datajeats application. Where the request of the datgest is written, the
data controller’s reply must also be written.

4. The data subject may appeal against acts (@nssiof the data controller to the State Data [etimte
Inspectorate within three months of receipt of tyely from the data controller or within three musof the date when
the time period for giving a reply referred to iaragraph 3 of this Article expires. The acts (ormoiss) of the State Data
Protection Inspectorate may be appealed agairtiseéinourt in accordance with the procedure laidrdowlaws.

Article 24. Informing the Data Subject about the Pocessing of Data Relating to Him

1. The data controller must provide the data sulfjecn whom data relating him are collected dingctlith the
following information, except where the data subpceady has it:

1) the identity and permanent place of residenchimiself (the data controller) and his represewgatif any
(where the data controller or his representativa isatural person), or requisites and the addresegistered office
(where the data controller or its representative lsgal person);

2) the purposes of the processing of the data stbjgersonal data;

3) other additional information (the recipient aheé purposes of disclosure of the data subject'sop@l data;
particular personal data that the data subject praside and the consequences of his failure teigecthe data, the right
of the data subject to have an access to his pardata and the right to request for rectificadnncorrect, incomplete
and inaccurate personal data) in the extent thatetessary for ensuring fair processing of persolash without
infringing upon the data subject’s rights.

2. Where the data controller obtains personal datdrom the data subject, he must inform the datgect about
that before the start of personal data processing be intends to disclose the data to third iparthe must inform the
data subject about that no later than by the momein the data are disclosed for the first timesepk in the cases
where laws or other legal acts determine the praeetbr collection or disclosure of such data aathdecipients. In
such case, the data controller must provide the siabject with the following information, except vl the data subject
already has it:

1) the identity of himself (the data controller)dahis representative, if any; his permanent plaiceesidence
(where the data controller or his representative matural person); or requisites and addressgidtezed office (where
the data controller or its representative is allpgason);

2) the purposes of the processing or the intendeckpsing of the data subject’s personal data;

3) other additional information (the sources anel tiype of the data subject’'s personal data whiehoamwill be
collected; the recipient of the data subject’'s peas data and the purposes of the disclosure; dtee glibject’s right to
have access to his personal data and his rigleigioesst rectification of incorrect, incomplete anddcurate personal data
to the extent necessary to ensure fair processipgreonal data without infringing upon the rigbtglata subjects.

3. When the data controller collects or intendsabiect personal data from the data subject andgsses or
intends to process the data for the purposes e€tdmarketing, before disclosing data subject’s diet must inform the
data subject about the recipient of his personia dad the purposes for which his personal datebeitlisclosed.

4. Paragraph 2 of this Article shall not be appleao the processing of personal data for théssitzl, historical
or scientific research purposes, where the disoéosti such information is impossible or too comaled (owing to a
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large number of data recipients, the outdated cheraf the data and excessively large expenseshere the
procedure for collecting and disclosing of datéaid down in laws. The data controller must dulyifyothe State Data
Protection Inspectorate about that in accordantle thie procedure laid down in Article 33 of thisw.arhe State Data
Protection Inspectorate must carry out a prior kimec

Article 25. Data Subject’s Right of Access to His &sonal Data

1. The data subject presenting to the data coatroll the data processor a document certifyingdastity shall
have the right to obtain information on the souraed the type of his personal data that has be@ttaw, the purpose of
their processing and the data recipients to whand#ta are disclosed or have been disclosed feasitthe last year.

2. Having received an enquiry from the data subgecicerning the processing of his personal dag,dtita
controller must reply to data subject whether peasadlata relating to him are processed, and disdimshe data subject
the requested data no later than within thirty maée days of the date of the data subject’s eng@ya request of a data
subject, such data must be disclosed in writingceOm calendar year the data controller shall digckuch data to the
data subject free of charge. When such data actoded for a fee, the amount of the fee shall xoteed the cost of
disclosure of the data. The procedure governindegbdor disclosure of data shall be determinethieyGovernment.

Article 26. Data Subject’s Right to Request Rectifiation, Destruction or Suspension of Further Procesng
of His Personal Data

1. Where the data subject, after familiarizing whils personal data, finds that his personal datairezorrect,
incomplete and inaccurate and applies to the daté&raller, the latter must check the personal datacerned without
delay and, at a written, oral or any other requésthe data subject, rectify the incorrect, incoetg@land inaccurate
personal data and (or) suspend processing of sersbmal data, except storage, without delay.

2. Where the data subject, after familiarizing whils personal data, finds that his personal datdapancessed
unlawfully and unfairly and applies to the data tcolter, the latter must check without delay andefrof charge the
lawfulness and fairness of the processing of pedsteta and, at a written request of the data sylgestroy the personal
data collected unlawfully and unfairly or suspemdgessing of such personal data, except storagieoutidelay.

3. When, at the data subject’s request, processirtys (her) personal data are suspended, the marsiata
concerned must be stored until they are rectifiedestroyed either at the data subject’'s requespon expiry of their
storage period. Other processing operations of pacsonal data may be performed solely:

1) for the purpose of giving proof of the existerafecircumstances due to which processing of tha daas
suspended,;

2) where the data subject gives his consent fdhéuprocessing of his personal data;
3) where the rights or legitimate interests ofdtparties have to be protected.

4. The data controller must notify the data subdhe performed or not performed rectificatioesttuction or
suspension of processing of personal data at tlaesdéject’s request without delay.

5. Personal data shall be rectified and destroyeldenx processing shall be suspended at the dajaed’s request
on the basis of documents confirming his identitgl &is personal data.

6. If the data controller questions the correctrefgsersonal data provided by the data subjectnbst suspend
processing of, check and update such personal 8ath personal data may be used solely for theogerpf checking
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their correctness.

7. The data controller must inform data recipiesftshe rectification, destruction or suspensiorpaicessing of
the data subject’s personal data at the requesheofdata subject without delay, except if the disate of such
information is impossible or too complicated (owitoga large number of data subjects, the periocieal/by the data,
and excessively large expenses). If such is the, ths State Data Protection Inspectorate musobiged without delay.

Article 27. Data Subject’s Right to Withhold His Cansent to the Processing of His Personal Data

1. In the cases referred to in subparagraphs h®&)1¢6) of Article 5 of this Law, and when the data or are
intended to be processed for the purposes of dmecketing, the data controller must inform theadsubject about his
right to object to the processing of his persorsaad

2. In the cases laid down in subparagraphs 1(5)14@dof Article 5 of this Law, the data subjectBihave the
right to object (in writing, orally or in any othérm) to the processing of his personal data. \Wlee objection of the
data subject is legally motivated, the data colgrahust suspend processing of his personal datapéin the cases laid
down in laws, without delay and free of charge, daly notify the data recipients.

3. The data subject shall have the right to olij@the processing of his personal data withoutngjthe motives
for such objection where the data are or are irgernd be processed for the purposes of direct magken this case, the
data controller must suspend processing of perstatal except in the cases laid down in laws, withielay and free of
charge, and duly notify the data recipients.

4. At the data subject’s request, the data coetraiflust notify the data subject about suspensiar oéfusal to
suspend the processing of personal data.

Article 28. Evaluation of Personal Aspects by Autoratic Means

1. No decision may be taken in respect of the datgect’s personal aspects (his creditworthinesighility,
ability to work, etc.) where such aspects have l@tuated only by automatic means, where suatsidn might have
legal consequences for the data subject or affecirh other way, with the exception of the followi cases:

1) the decision is taken in accordance with thegdare laid down in laws, where laws provide messtor the
protection the data subject’s legitimate interests;

2) the decision is taken when concluding or perfogra contract, provided that the data subjecttpiest to
conclude or perform a contract has been granted;

3) the decision is taken when concluding or perfogra contract, provided that appropriate meashee® been
implemented for the protection of the data subgetggitimate interests, e.g. a procedure allowhng data subject to
express his opinion is established.

2. Before starting an evaluation of personal aspetthe data subject by automatic means, the aattroller
must provide the data subject with the conditiomsatcess evaluation criteria and principles detegthiby the data
controller.

3. Where, following an evaluation of the data satgepersonal aspects by the data controller bgraatic means,
the data subject disagrees with the evaluatiorshiadl have the right to express his opinion abbatdvaluation of his
personal aspects. The data controller must taked#t@ subject’s opinion into account and, if neapgsrepeat the
evaluation by other than automatic means.
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Article 29. Assistance to the Data Subject to Exeige His Right of Access to His Personal Data

1. The State Data Protection Inspectorate shalstad®e data subject in exercising his right ofemsxcto his
personal data.

2. The data subject, applying to the State DataePtion Inspectorate and presenting a documenifyéeg his
identity, shall have the right to request StatealRiotection Inspectorate to collect his persoatd dr information on the
processing of his personal data from the registdata controllers and to make the collected dataformation available
to him. When the data subject applies to the Sdat@ Protection Inspectorate by electronic meaissidyuest must be
signed with a secure electronic signature. Theyréplsuch a request shall be sent by electronid araiat the data
subject’s request, by post to the address spediii¢de request or shall be hand-delivered. Théyrepnt by electronic
mail must be signed with a secure electronic sigeatThe State Data Protection Inspectorate mysy te the data
subject’s request within thirty calendar days.

3. When providing the data subject with the assctareferred to in paragraph 2 of this Article, Btate Data
Protection Inspectorate shall not have the rigltaitect the data defined in the Law on State affeti@ Secrets, which
constitute classified information.

4. The levy of the size determined by the Goverrirsball be taken for the assistance to the datgsuteferred
to in paragraph 2 of this Article.

5. Having received from the State Data Protectimpéctorate an inquiry for the implementation &f tight of a
particular data subject to have an access to mspal data, data controllers registered in théeSRegister of Personal
Data Controllers shall reply to the State Data éttdn Inspectorate within fifteen calendar dapsaccordance with the
procedure established by the latter (specifyingp@esonal data requested by the data subject arggimformation of
processing of his personal data, or indicating pleasonal data of data subject are not processed).

6. Data controllers must ensure security, confidétyt, integrity and accessibility of the data gedis’ data,
received from and disclosed to the State Data Ewotelnspectorate.

CHAPTER SIX
SECURITY OF DATA

Article 30. Security of Data

1. The data controller and data processor mustem@ht appropriate organisational and technical ureas
intended for the protection of personal data agaiosidental or unlawful destruction, alteratior alisclosure as well as
against any other unlawful processing. These measmust ensure a level of security appropriatééontature of the
personal data to be protected and the risks remexsdy the processing and must be defined in #enrdocument
(personal data processing regulations approvetidylata controller, a contract concluded by the dantroller and the
data processor, etc.).

2. The State Data Protection Inspectorate shalldiayn the general requirements on the organisdtiand
technical data protection measures.

3. The data controller shall process personal ldiataelf and (or) shall authorise a data procedstrere the data
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controller authorises a data processor to processopal data, he must choose a data processordpr@vi
guarantees in respect of adequate technical arghisagional data protection measures and ensuangplance with
those measures.

4. When authorising the data processor to processopal data, the data controller shall estabhsi personal
data are processed only in accordance with theadauizoller’s instructions.

5. The relations between the data controller apdiita processor who is not the data controllet imisegulated
by a written contract, except where such relatemesregulated by laws or other legal acts.

6. Employees of the data controller, the data m®meand their representatives, who process pdrdatamust
keep confidentiality of personal data, if such paeed data are not intended for public disclosur@sbligation shall
continue after leaving the public service, transéesinother position or expiry of employment or ttactual relations.

7. Printed written information notifications about tBervices rendered to data subjects (natural pg)stme
obligations of data subjects (natural persons)fopmance of contracts with data subjects (natueab@ns), accounts,
salary slips meant by the employer to the employedividual proposals of commercial character fatadsubjects
(natural persons), the contents of which contaieisgnal data of data subjects, including, but moitihg, the data
concerning the person’s name and surname, placesadence, taxes paid or not paid, fiscal codeaarreference
number, number of settlement book, sent or disdidseéhe data subjects (natural persons) mustdmoded in a closed
form on which may be only information necessarydostal services and the contents of notificatimay be visible only
to the data subject (natural person), who is tldressee of the notification or, with his consemtatthird person, when
opening or unpacking the disclosed notificationedJén provisions shall not apply where the notifa@adi concerned are
delivered to data subjects of personal data (nigbergons) by hand and in confidence.

8. The data controllers and persons on whose evdien information notifications referred to innagraph 7 of
this Article are delivered shall be responsible govper implementation of the requirements indidateparagraph 7 of
this Article.

CHAPTER SEVEN
REGISTRATION OF DATA CONTROLLERS
Article 31. Notification of Data Processing

Personal data may be processed by automatic meansoen the data controller or his representatpugsuant
to Article 1(3)(3) of this Law) in accordance withe procedure established by the Government estihie State Data
Protection Inspectorate, except when personalatatarocessed:

1) for the purposes of internal administration;

2) for political, philosophical, religious or tradmion-related purposes by a foundation, associatcany other
non-profit organisation on condition that the peedadata processed relate solely to the membesaabf organisation or
to other persons who regularly participate inatsivities in connection with the purposes of saohanization;

3) in the cases laid down in Article 8 of this Law;

4) in accordance with the procedure laid down enlthw on State Secrets and Official Secrets.
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Article 32. Person or Unit Responsible for Data Prtection
1. The data controller shall have the right to giesie person or unit to be responsible for datseption.
2. The person or unit responsible for data pratecshall:

1) make public the processing of personal datastcarried out by the data controller in accordanih the
procedure established by the Government;

2) supervise as to whether personal data are medds compliance with the provisions of this Lamd ather
legal acts on data protection;

3) initiate the preparation of the notifications tlee State Data Protection Inspectorate of thetente of
circumstances specified in Article 33(1) of thisaa

4) monitor the processing of personal data cawigdy the data controller's employees;

5) present proposals, findings to the data comtro#garding establishment of data protection atd drocessing
measures and supervise implementation and usesé theasures;

6) undertake measures to eliminate any violatiarthe processing of personal data without delay;

7) instruct employees authorised to process perstata on the provisions of this Law and other legas on
personal data protection;

8) initiate the preparation of applications to tBete Data Protection Inspectorate of the inquireggarding
processing and protection of personal data;

9) assist the data subjects in exercising thelfiitsig

10) notify the State Data Protection Inspectomateriting upon finding that the data controller pesses personal
data violating the provisions of this Law and otlegral acts on data protection and refuses tofyebise violations.

3. The data controller must provide the personror nesponsible for data protection with completeormation
about the planned data processing and the intemsledf automatic means of data processing, ana igztsonable term
to present an opinion on the intended personalmlatzessing.

4. The data controller must provide the person rat responsible for data protection with the coiodis to
perform their functions specified in this Articiedependently.

5. The data controller must notify the State Datatdetion Inspectorate of appointment or withdrawhlhe
person or unit responsible for data protection withirty calendar days.

Article 33. Prior Checking
1. The State Data Protection Inspectorate shaly @t prior checking in the following cases:

1) where the data controller intends to processiapeategories of personal data by automatic meexsept
where the processing is carried out for the purpa$énternal administration or in the cases lasavd in Articles 5(2)(6)
and 5(2)(7) of this Law;

2) where the data controller intends to procesdipudlata files by automatic means, unless laws @thér legal
acts lay down a procedure for the disclosure td;da

3) where the data controller of state or institdibregisters or information systems of state andioipal
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institutions intends to authorise the data proaess@rocess personal data, except in the caseseeviées and
other legal acts establish the right of the datarodler to authorise a particular data processgrbcess personal data or
where the data processor is a legal person estatllisy the data controller;

4) in the cases laid down in Articles 10(3), 12@10(2) and 24(4) of this Law.

2. The data controller must notify the State Datatdetion Inspectorate, according to the proceestablished
by the latter, of the cases referred to in pardgrapf this Article. Such data processing may hei@a out only if an
authorisation has been granted by the State Datied®ion Inspectorate. The State Data Protectispdotorate must
carry out prior checking in accordance with thecedure established by the State Data Protectigrettsrate and grant
or refuse to grant an authorisation to the datdrober to carry out personal data processing withwo months of the
date of receipt of the notification, except in casénere due to the complexity of the circumstarredésrred to in the
notification, the extent of information or oth@levant circumstances, the period of examinatioth@iotification must
be extended. In such cases the period of exammafidhe notification shall be extended but for tariger than one
month, notifying the data controller about that.d&cision of the State Data Protection Inspectotateefuse an
authorisation to the data controller to carry oatadprocessing actions may be appealed againscordance with the
procedure laid down in laws.

Article 34. Registration of Data Controllers
1. Data controllers shall be registered in theeSRegister of Personal Data Controllers.

2. The State Register of Personal Data Contradleadi be administered by the State Data Protettispectorate.

CHAPTER EIGHT
TRANSFER OF PERSONAL DATA TO DATA RECIPIENTS IN FOR EIGN COUNTRIES
Article 35. Transfer of Personal Data to Data Recipients in Farign Countries

1. Personal data to data recipients in the Europ#@ion Member States or other countries of the Ream
Economic Area shall be transferred on the sameitons and in accordance with the same procedutbasapplicable
to data recipients in the Republic of Lithuania.

2. Transfer of personal data to data recipienthind countries shall be subject to an authorisatiom the State
Data Protection Inspectorate, except in the cadesred to in paragraph 5 of this Article.

3. The State Data Protection Inspectorate shatitgrarefuse to grant an authorisation for transfiepersonal
data to third countries no later than within twontis from the date of the receipt of the applicafr the authorisation
by the data controller. An authorisation shall banted provided that there is an adequate levéggsl protection of
personal data in these countries. The level ofllpgetection of personal data shall be assessedobgidering all
circumstances related to transfer of data partiuthe laws and other legal acts or acts prepagethe data controller
on legal protection of personal data in force ie third country of destination, the nature of tlaadto be transferred,
methods, purposes and duration of the data proweasid safeguards applicable in the country coeckrn

4. The State Data Protection Inspectorate may grmardguthorisation to transfer personal data tard tountry
which cannot guarantee an adequate level of legaégtion of personal data on condition that theadantroller has
established adequate data protection safeguardisefqarotection of an individual’s right to privdiee and the protection
and exercise of other rights of the data subjesthSsafeguards must be stipulated in the contmadhe transfer of

http://wwwa3.Irs.It/pls/inter3/dokpaieska.showdo@ 1®1=31563: 07/04/201.



Lietuvos Respublikos Seim- Dokumento tekst: Pagels of 26

personal data to a third country or in other doaunegencluded in writing.

5. Without an authorisation of the State Data Rtaia Inspectorate, personal data shall be trarefeto a third
country or to an international law enforcement aigation only if:

1) the data subject has given his consent forréirester of his personal data;

2) the transfer of personal data is necessaryherconclusion or performance of a contract betwtbendata
controller and a third party in the interests @& thata subject;

3) the transfer of personal data is necessarnhmmperformance of a contract between the dataatertand the
data subject or for the implementation of pre-cactral measures to be taken in response to thesdljeect’s request;

4) the transfer of personal data is necessarye@uired by laws) for important public interestdarthe purpose
of legal proceedings;

5) the transfer is necessary for the protectiovitaf interests of the data subject;
6) the transfer is necessary for the preventianwgstigation of criminal offences;

7) personal data are transferred from a public fikgan accordance with the procedure laid dowraws and
other legal acts.

CHAPTER NINE
MONITORING OF IMPLEMENTATION OF THIS LAW

Article 36. Supervisory Authority and its Legal Staus

1. The implementation of this Law, with the exceptof Article 8, shall be supervised and monitdogdhe State
Data Protection Inspectorate. The State Data €tiotelnspectorate shall be a Government institufinanced from the
State budget. It shall be accountable to the Gonent. The regulations of the State Data Protedtispectorate shall be
approved by the Government.

2. The State Data Protection Inspectorate shadl peblic legal person with its own bank account arsgal with
the coat of arms of the Republic of Lithuania aschame.

3. The key objectives of the State Data Protedispectorate shall be supervision of data cont®lstivities
when processing personal data, monitoring the ikygaf personal data processing, prevention of atiohs in data
processing and ensuring protection of the righthefdata subject.

4. The State Data Protection Inspectorate sha# mawight to monitor processing of personal dateourts.

Article 37. Legal Grounds and Principles of the Adwities of the State Data Protection Inspectorate

1. In its activities, the State Data Protectionpktgorate shall be guided by the Constitution ef Republic of
Lithuania, international agreements to which theu®dic of Lithuania is a party, this Law and otlhewns and legal acts.

2. Activities of the State Data Protection Inspeate shall be based on the principles of legalitypartiality,
publicity and professionalism in the dischargetsffunctions. When discharging its functions esshield by this Law
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and making decisions related to the discharge efuhctions established by this Law, the State [Patdection
Inspectorate shall be independent. Its rights neagebtricted only by law.

3. State and municipal institutions and agenciesmbers of the Seimas, other officials, politicaitigs, public
organisations, other legal and natural persond kaaé no right to exert any kind of political, @omic, psychological or
social pressure or other illegal influence on tliredor of the State Data Protection Inspectoreig| servants and
employees employed under labour contracts. Intemfer with the activities of the State Data Provectnspectorate shall
entail liability in accordance with laws.

Article 38. Status of the Director of the State Dat Protection Inspectorate
1. The Sate Data Protection Inspectorate shalebedédd by the Director of the State Data Protedtispectorate.

2. The Director of the State Data Protection Ingprate shall be a civil servant, the head of ttsditition, taken
into service through competition for the periododfice of five years and shall be dismissed by Bigne Minister in
accordance with the procedure established in tive dua Civil Service. A person may be appointed te glost of the
Director of the State Data Protection Inspectofatenot more than two periods of office.

3. The Director of the State Data Protection Ingp@te shall suspend his membership in a polipeaty for his
period of office.

4.In addition to this Law, legal status of the Riar of the State Data Protection Inspectoratel sigaéstablished
by the Law on Civil Service.

Article 39. Deputy Directors of the State Data Pratction Inspectorate
1. The Director of the State Data Protection Ingp@te shall have deputies.

2. Deputy Directors shall be taken into servicetbg Director of the State Data Protection Inspedein
accordance with the procedure established in thedraCivil Service.

3. In the absence of the Director of the State Patdection Inspectorate, he shall, shall be suibst by one of
his deputies, who shall temporarily discharge arfions.

Article 40. Functions of the State Data Protectiorinspectorate
The State Data Protection Inspectorate shall:

1) administer the State Register of Personal DatatrGllers, make its data public and supervisevaiets of data
controllers relating to the processing of persalaad;

2) examine requests of persons in accordance gtpiocedure laid down in the Law on Public Adntnaitson;

3) examine complaints and notifications of persfirereinafter - complaints) in accordance with thecpdure
laid down in this Law;

4) check the legality of personal data processind make decisions concerning violations in persatah
processing;

5) grant authorisations to data controllers todfanpersonal data to data recipients in third toes)

6) draw up and announce annual reports on itsites;
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7) consult data controllers and draw up methodckigiecommendations on the protection of persoat dnd
make them public on the Internet;

8) in accordance with the procedure laid down wslaassist to data subjects residing abroad,;

9) in the cases laid down in laws provide otherntoes with information about legal acts of the Rielc of
Lithuania on the data protection and practicénefrtadministration;

10) in the cases laid down in this Law, carry optiar checking and give conclusions to the datatratler on the
intended data processing;

11) cooperate with foreign institutions in chardepmtection of personal data, the European Unititutions,
agencies and international organisations and takemptheir activities;

12) implement provisions of the Convention for tReotection of Individuals with Regard to Automatic
Processing of Personal Data (ETS No. 108);

13) give proposals to the Seimas, the Governmehgrctate and municipal institutions and agentoeshe
drafting, amending and repealing of laws or otlegal acts provided that their provisions concesues falling within
the competence of the State Data Protection Insyset

14) assess personal data processing rules predsntiada controllers;

15) discharge other functions established by this Bnd other laws.

Article 41. Rights of the State Data Protection Ingectorate
The State Data Protection Inspectorate shall Haveight:

1) to obtain, free of charge, from state and myaicinstitutions and agencies and other legal atdral persons
all necessary information, copies and transcriptslazuments, copies of data and access to all @atadocuments
necessary for the discharge of its functions oesvipion of personal data processing;

2) to obtain access, subject to a prior notice ritig, or without a prior notice where the lawfaks of personal
data processing is to be checked in response tonglaint, to premises of the person being checkeduding to
premises leased or used on other basis), or ttethitory where the documents and facilities relatéth the personal
data processing are kept. Access to the territumidings and premises of the legal person (incigdo buildings and
premises leased or used on any other basis),shakkrmitted only during office hours of the legatson being checked
upon presenting a certificate of civil servant. g€ to residential premises (including premisesel@ar used on any
other basis) of a natural person being checkedrevtiecuments and facilities related with the pestalata processing
are kept shall be permitted only upon producingurtcorder warranting entry into the residentiarises;

3) to attend sessions of the Seimas and meetint® dbovernment and other state institutions wheir igenda
include issues related to data protection;

4) to invite experts (consultants) and form workugs for examination of data processing or datéeption, for
the drafting of documents on data protection amdifeking decisions on other issues falling withhe tompetence of
the State Data Protection Inspectorate;

5) to make recommendations and give instructiongata controllers on personal data processing avtegiion
issues;

6) to draw up records of administrative offenceagnordance with the procedure laid down in laws;
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7) to exchange information with personal data suipery authorities in other countries and with mggional
organisations to the extent necessary for the drgehof their duties;

8) to take part in legal proceedings concernindations of the provisions of international and oaél law on
personal data protection;

9) to use photographic, video and audio recordqupment in gathering evidence during the chedawfulness
of personal data processing;

10) to exercise other rights laid down in laws atiter legal acts.

CHAPTER TEN
ACCEPTABILITY AND INVESTIGATION OF COMPLAINTS

Article 42. Lodging of Complaints

1. A person shall have the right to lodge a complaiith the State Data Protection Inspectorate resgeacts
(omissions) of the data controller violating thepsions of this Law.

2. The State Data Protection Inspectorate shatl mgestigate persons’ complaints transmitted tbyitother
institutions.

3. Complaints shall generally be lodged in writing;luding electronic format. Documents lodged lgctonic
means must be signed with a secure electronic tsignadaving received an oral complaint or if tat& Data Protection
Inspectorate has established the existence of alsmenstituting a violation of this Law from mamsedia and (or) other
sources, , the State Data Protection Inspectorageimtiate an investigation on its own.

4. Oral or written enquires by persons asking fql@nations, information or documents and not cemmghg of
acts (omissions) by data controllers shall notdresmered complaints.

Article 43. Complaint Requirements
1. The complaint shall contain the following infation:
1) addressee - the State Data Protection Inspéefora

2) full name and address of the complainant antheatomplainant’s choice, his telephone numbeglectronic
mail address;

3) name of the complainer (data controller) andresil of its registered office or his residenceaduress of the
place where data are processed;

4) description, time and circumstances of the attigsion) complained about;

5) the complainant’s application to the State DRr@atection Inspectorate;

6) date of the complaint and the complainant’s afgre.

2. The complaint may be covered with the evidenegl@ble or a description of them.

3. A failure to keep to the format of a complaieterred to in paragraph 1 of this Article or gieguisites shall
not be the basis for refusal to investigate thepamt.
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Article 44. Anonymous Complaints

Anonymous complaints shall not be investigatedessilthe Director of the State Data Protection Ictspate
decides otherwise.

Article 45. Refusal to Investigate a Complaint

1. The State Data Protection Inspectorate shadl taklecision to refuse to investigate the comphaitttin five
working days of the date of receipt of the comglaimmd notify the data subject, provided that:

1) the investigation of the circumstances refetoeth a complaint falls outside the competencehef $tate Data
Protection Inspectorate;

2) the complaint on the issue has already beersiigaged by the State Data Protection Inspectoexiegpt the
cases when new circumstances are referred to ofawtsvare submitted;

3) a complaint on the issue has been investigatedumder investigation in court;

4) a procedural decision to start a pre-trial itig@dion of the subject of the complaint has alselden made;
5) the text of the complaint is unreadable.

2. If a decision to refuse to investigate the camplis taken, the reasons for the refusal musipeeified.

3. Where the complaint falls outside the competesicthe State Data Protection Inspectorate, théeSbata
Protection Inspectorate shall, within the periofkmed to in paragraph 1 of this Article, transtié complaint to the
institution with the required competence and ndtify complainant about that. Where the competestituion is a court,
the complaint shall be sent back to complainar wie relevant information.

Article 46. Dismiss of Investigation of a Complaint

1. The State Data Protection Inspectorate shathids the investigation of the complaint, providédttthe
complainant’s request for the dismissal of invedimn of the complaint is received. The State DBtatection
Inspectorate may initiate an investigation on ¥s0

2. The investigation of the complaint shall be dgs®ad provided that the circumstances referred thriicle 45
(1) occur during the investigation or in other calseéd down in this Law.

Article 47. Request for Additional Information from the Complainant

1. The request for documents and information necgsfr the investigation of the complaint from the
complainant must be lawful and motivated.

2. The complainant shall deliver the documents &rfdrmation requested by the State Data Protection
Inspectorate within the period specified in theues}. The documents and information from the comaid may be
requested repeatedly only in exceptional cases vetid due justification of the necessity of theseculments and
information.

3. Where the complainant fails to deliver documeantsl information requested by the State Data Piotec
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Inspectorate and the investigation without thesmudeents and information is impossible, the complsirall not
be investigated.

Article 48. Receipt of a Complaint

Receipt of the complaint shall be confirmed by téeleof the State Data Protection Inspectorate. [€tter shall
indicate the date of receipt of the complaint, tieene and telephone number of the civil servanthef $tate Data
Protection Inspectorate investigating the complaamd the reference number of the complaint. Thierleonfirming
receipt of the complaint shall be hand-delivereth® complainant or sent to him by post or eledtromail no later than
within three working days.

Article 49. Complaint’s Investigation Periods

A complaint must be investigated and a reply todtsaplainant given within two months of the dateefeipt of
the complaint, unless the investigation requiréenger period owing to the complexity of circumstas indicated in the
complaint, plenitude of information or continuousacacter of actions complained about. In such ¢akesperiod of
investigation shall be extended but for not londpan two months. The entire period of investigatbm complaint may
not be longer than four months. The complainantl d& informed of the decision of the State Dataté&ction
Inspectorate to extend the period of investigatdrthe complaint. Complaints must be investigatedhie shortest
possible period.

Article 50. Binding Requirements of the State Datdrotection Inspectorate

At the request of the State Data Protection Ingpet#, data controllers and other legal and napeedons must
immediately deliver information, copies and tramstsr of documents, copies of data, and to give sxde all data,
facilities related with the processing of persodata, and documents necessary for the discharges @dinction of
supervision of personal data processing.

Article 51. Investigation of Complaint and Decisios of the State Data Protection Inspectorate

1. Upon completion of an investigation, the StaétaCProtection Inspectorate shall make a motivagedsion:
1) to admit the complaint as justified;

2) to reject the complaint;

3) to dismiss the investigation of the complaint.

2. The decision shall be signed by the DirectdhefState Data Protection Inspectorate

3. The Decisions of the State Data Protection Icispate may be appealed against in a court in daoce with
the procedure laid down in laws.

Article 52. Obligation not to Disclose Secrets or &ta Protected by Laws of the Republic of Lithuania

The Director of the State Data Protection Inspedt&rcivil servants and other employees of theeSExta
Protection Inspectorate employed under labour ectdrmust keep state, official, professional, conerak(trade), bank
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and other secrets and personal data protectedasy Vehich they learned in the course of their @dficluties, in
secret.

CHAPTER ELEVEN
LIABILITY

Article 53. Liability for Violation of this Law
Violations of this Law shall render data contradledlata processors and other persons liable uneéaws.
Article 54. Compensation for Pecuniary and non-Peauary Damage

1. Any person who has sustained damage as a @suttlawful processing of personal data or any otms
(omissions) by the data controller, the data preme®r other persons, violating the provisions lo§ tLaw shall be
entitled to claim compensation for pecuniary and-pecuniary damage caused to him.

2. The extent of pecuniary and non-pecuniary danshg# be determined by a court.”

Annex to the Law of the Republic of Lithuania

on Legal Protection of Personal Data

IMPLEMENTED LEGAL ACTS OF THE EUROPEAN UNION

Directive 95/46/EC of the European Parliament ahthe Council of 24 October 1995 on the protectidnndividuals
with regard to the processing of personal data @mdhe free movement of such data (OJ 2004 Spé&diaion, 13
Chapter, 15 volume, p. 355).”

Article 2. Entry into Force and Implementation of the Law
1. This Law, with the exception of part 2 of thigidle, shall enter into force on 1 January 2009.

2. The Government and the State Data Protectiopebtsrate shall adopt legal acts necessary for the
implementation of his Law by 1 January 2009.

3. Data controllers who, upon entry of this Lawoirfibrce, continue to process, for the purposesneeto in
Article 10 of the Law on Legal Protection of Persbata, special categories of personal data kklaiehealth by
automatic means, must notify the State Data Priotebtspectorate in accordance with the procedaicedown in Article
31 and 33 of the Law on Legal Protection of Perc@@a referred to in Article 1 of this Law no latan within two
years of the date of entry of this Law into for@&is notification by the data controllers shall soispend or terminate
personal data processing operations unless the B#a Protection Inspectorate decides otherwise.

4. The Director of the State Data Protection Ingpate taken into service before the entry int@doof this Law
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shall, with his consent, hold the office after #rgry into force of this Law. The period of offioéthe Director of
the State Data Protection Inspectorate shall &tadunt from the date of entry into force of thesw.

| promulgate this Law passed by the Seimas of the Republic of Lithuania

PRESIDENT OF THE REPUBLIC VALDAS ADAMKUS
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