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Chapter 1

General Provisions

§ 1. Purpose of Act
The purpose of this Act is protection of the fun@amal rights and freedoms of natural

persons in accordance with public interests witard to processing of personal data.

8 2. Scope of application of Act
(1) This Act provides for:

1) the conditions and procedure for thecpssing of personal data;

2) the procedure for the exercise of saggervision over the processing of personal
data;

3) the liability for violation of the pensal data processing requirements.

(2) The following are excluded from the seap this Act:

1) processing of personal data by natuzedqns for personal use;
2) processing of personal data lawfullyigiested for public use;
3) transmission of personal data throughtéritory of Estonia without processing the

data in Estonia in any other manner;
4) processing of personal data containiatessecrets, with the exception of Chapters 1
and 3 of this Act.

8§ 3. Application of Administrative Procedure Act
The provisions of the Administrative Procedure /RT | 2001, 58, 354; 2002, 53, 336; 61,
375) apply to the administrative proceedings pibedrin this Act, taking account of the

specifications provided for in this Act.

8§ 4. Personal data



(1) Personal data are information relatmgn identified natural person or a natural
person identifiable by reference to the personysiohl, mental, physiological, economic,
cultural or social characteristics, relations asso&iations.

(2) The following are private personal data:

1) data revealing details of family life;

2) data revealing an application for thevsion of social assistance or social services;
3) data revealing mental or physical sufigendured by a person;

4) data collected on a person during tloegss of taxation, except data concerning tax
arrears.

3) The following are sensitive personakdat
1) data revealing political opinions origelus or philosophical beliefs, except data
relating to being a member of a legal person iagte law registered pursuant to the

procedure provided by law;

2) data revealing ethnic or racial origin;

3) data relating to the state of healtdisability;

4) data relating to genetic information;

5) data relating to sexual life;

6) data concerning membership in tradens)io

7) information collected in criminal procegs or in other proceedings to ascertain an

offence before a public court session or beforgdginent is made in a matter concerning an
offence, or if this is necessary in order to profadlic morality or the family and private life

of persons, or where the interests of a minorcanai a witness or justice so require.

8 5. Processing of personal data

Processing of personal data means any operatiset @f operations which is performed upon
personal data, such as collection, recording, asgéion, storage, alteration, grant of access,
consultation, retrieval, use, transmission, crassge, combination, blocking, erasure or
destruction, or several of the aforementioned djmera regardless of the manner in which

they are performed or the means used.

8 6. Principles of processing of personal data
In the processing of personal data, chief processod authorised processors of personal data

are required to take guidance from the followinigpgples:



1) the principle of legality — personalalatay be collected in an honest and legal
manner;

2) the principle of purposefulness — peasalata may be collected only for specified and
legitimate purposes and personal data shall nptdeessed in a manner which fails to
comply with the purposes of data processing;

3) the principle of minimality — personaltd may be collected only to the extent which
is necessary for the purposes for which they alteated;

4) the principle of restriction on use +gmal data may be used for other purposes only
with the consent of the data subject or with therpesion of a competent body;

5) the principle of data quality — persodata shall be kept up to date, be complete and
necessary for the given purpose of data processing;

6) the principle of security — security rea@es to prevent the involuntary or
unauthorised alteration, disclosure or destruatiopersonal data shall be applied in order to
protect the data;

7) the principle of individual participatie- a data subject shall be notified of data
collected thereon, access to data pertaining tddlee subject shall be ensured to him or her

and the data subject has the right to demand ttiication of inaccurate or misleading data.

§ 7. Chief processor

(1) A chief processor is a natural or lggaison, or a state or local government agency
who processes personal data or at whose requesinaéidata are processed. A chief
processor may be determined by an Act or Regulation

(2) Unless otherwise provided by an Act egRlation, a chief processor shall determine:

1) the purposes of processing of persoata;d

2) the categories of personal data to begssed,;
3) the procedure for and manner of proogssersonal data;
4) permission for transmission of persatah to third persons.

8§ 8. Authorised processor

An authorised processor is a natural or legal pergpa state or local government agency
who processes personal data at the request oébprbicessor pursuant to administrative
legislation or contracts. Administrative legislatior contracts shall determine the procedure
for, manner of and conditions for processing pessdata. An authorised processor may be

determined by an Act or Regulation.



§ 9. Data subject
A data subject is a person whose personal dataracessed.

§ 10. Third person
Q) A third person is a natural or legalguar, or a state or local government agency who

IS not:

1) a chief processor;

2) an authorised processor;

3) a data subject;

4) a person who is subordinate to a chiet@ssor or authorised processor and who

processes personal data.

(2) A third person who processes personia dsclosed to the third person by a chief
processor is deemed to be a chief processor vitlikimeaning of subsection 7 (1) of this Act,
and the third person is required to comply withréguirements of this Act, other Acts and

legislation established on the basis thereof itgssing personal data.

Chapter 2
Permission for Processing Personal Data

§ 11. Permission for processing personal data

Q) Personal data may be processed onlythvlpermission of the data subject, unless
otherwise provided by law.

(2) An administrative authority may processsonal data only in the course of
performance of public duties in order to performoétigation prescribed by law or

international agreements.

§ 12. Processing of personal data with consenataf subject

(1) Consent for the processing of persoatd theans a freely given specific and
informed indication of the wishes of a data subctvhich the data subject signifies his or
her agreement to personal data relating to hineobhking processed.

(2) Before obtaining the consent of a datgexct for the processing of personal data, the
chief processor or authorised processor shallyntité data subject of the following:

1) the purpose of processing of the peilsiaia,;



2) persons or categories thereof to whamsimission of the personal data is permitted;
3) the name of the chief processor or aamtative thereof and the address of the place
of business of the chief processor;

4) the cases when the data subject hasgifieto demand termination of processing of
the personal data and rectification, blocking @sere of the personal data;

5) the cases when the data subject hasgthteto obtain access to the personal data
pertaining to him or her.

3) The consent of a data subject shallddel \during the life of the data subject and

thirty years after the death of the data subjadgss the data subject has decided otherwise.
(4) A data subject may withdraw his or hengent at any time. Withdrawal of consent
has no retroactive effect. The provisions conceyui@clarations of intention in the General
Part of the Civil Code Act (RT 12002, 35, 216; 30Q3, 64) shall additionally apply to the
consent.

(5) In the case of a dispute, a data sulggmtesumed not to have granted consent for the
processing of personal data relating to him or her.

(6) This section does not apply if persateth are processed by an administrative
authority, except upon processing of sensitivegeabkdata specified in subsection 4 (3) of
this Act.

8§ 13. Processing of personal data after deathtafsi#ject

(1) After the death of a data subject, psso®y of personal data relating to the data
subject is permitted only with the written consehthe spouse, a parent, grandparent, child,
grandchild, brother or sister of the data subgetept if consent is not required for
processing of the personal data or if thirty ydege passed from the death of the data
subject.

(2) Subsection (1) of this section doesapgly if only the name, gender, date of birth
and death and the fact of death are the persotataée processed.

§ 14. Processing of personal data without consetita subject

(1) Processing of personal data withoutcthresent of a data subject is permitted if the
personal data are processed:

1) for performance of a contract entered with the data subject or ensuring
performance of the contract;

2) for protection of the life, health oeédom of the data subject or other person;



3) for performance of an obligation prelsed by law or international agreements.

(2) Transmission of personal data or grémicgess to the data to third persons without
the consent of a data subject is permitted:

1) if the person to whom the data are tratied processes personal data for
performance of obligations prescribed by law;

2) for protection of the life, health oe@dom of the data subject or other person,;

3) if the third person requests informatwamch is obtained or created upon performance
of public duties provided by law or legislationussl on the basis thereof and access to the
information is not restricted.

3) Processing of sensitive personal datbpaivate personal data without the consent of
a data subject is permitted:

1) for performance of an obligation prelsed by law or international agreements;

2) for protection of the life, health oeédom of the data subject or other person.

4) Transmission of sensitive personal dawe private personal data or grant of access to
the data to third persons without the consentdsta subject is permitted:

1) if the person to whom the data are tratied processes sensitive personal data or
private personal data for performance of an ohibbggprescribed by law or international
agreements;

2) for protection of the life, health oeédom of the data subject or other person.

(5) Data relating to the state of healtla afata subject who is in hospital may be
transmitted or the data may be accessed by thosestlto him or her, except if:

1) the data subject has prohibited aceefiset data or transmission of the data;

2) a body conducting an investigation hahibited access to the data or transmission of
the data in the interests of preventing a crimaf@nce, of apprehending a criminal offender

or ascertaining the truth in a criminal proceeding.

8 15. Notification of data subject of processingefsonal data

(1) If a data subject is not the sourceatpnal data, the chief processor or authorised
processor shall notify a third person before thagmission of personal data or the data
subject after obtaining the personal data of:

1) the purpose of processing of the peisiaia,;

2) the categories and sources of the palstaia;

3) persons or categories thereof to whamsimission of the personal data is permitted;



4) the name of the chief processor or aaisgmtative thereof and the address of the place
of business of the chief processor;

5) the cases when the data subject hasgtieto demand termination of processing of
the personal data and rectification, blocking @sere of the personal data;

6) the cases when the data subject hasgieto obtain access to the personal data
pertaining to him or her.

(2) The obligation specified in subsectihh ¢f this section does not apply:

1) if the data subject is aware of theuwinstances listed in subsection (1);

2) if personal data are processed for perdmce of an obligation prescribed by law or
international agreements;

3) in the cases provided for in subsecB0r{1) of this Act.

8 16. Permission for processing personal identiboacode
Processing of a personal identification code isniéed without the consent of the data
subject if processing of the personal identificati@de is prescribed in an international

agreement, an Act or Regulation.

8 17. Automated decisions

(2) Making of a decision by a data procegsiystem without the participation of a

natural person (hereinafter automated decisiopjakibited if the character, abilities or other
characteristics of a data subject are assessdtelmetision or it brings about legal
consequences for the data subject or significaitgcts the date subject in any other manner,
except in the following cases:

1) an automated decision in respect ofitita subject is made in the course of entry into
or performance of a contract provided that theiappbn of the data subject for entry into or
performance of the contract is satisfied or the@daibject is granted an opportunity to file an
objection against the decision being made for tioéeption of his or her legitimate interest;

2) making of an automated decision is pibed by law if measures for the protection of
the legitimate interests of the data subject aoeiged by law.

(2) Before making of an automated decissodata subject shall, in an unambiguous
manner, give notification of the process and coowé of data processing which are the basis
for making of the automated decision.

Chapter 3



Personal Data Processing Requirements and SeMedgures to Protect Personal Data

8 18. Personal data processing requirements
In the processing of personal data, chief processod authorised processors are required to:
1) promptly erase or block personal dataegessary for the given purposes unless

otherwise prescribed by law;

2) ensure that personal data are correttibnecessary for the given purposes, up to
date;
3) block incomplete and inaccurate persdagh and immediately take the necessary

measures for the amendment or rectification ofitia,;

4) store inaccurate data with a notatiomceoning their period of use together with
accurate data;

5) block personal data which are contestethe basis of accuracy until the accuracy of

the data is verified or the accurate data are chitexd.

§ 19. Organisational, physical and IT security meas to protect personal data

(1) In order to protect personal data, cprefcessors and authorised processors are
required to take organisational, physical and Iquséy measures:

1) as regards the integrity of the datajragj accidental or intentional unauthorised
alteration of data;

2) as regards the availability of the datgginst accidental loss and intentional

destruction and against prevention of access tddkeefor entitled persons;

3) as regards the confidentiality of théagdagainst unauthorised processing.

(2) In the processing of personal data,fghriecessors and authorised processors are
required to:

1) prevent the access of unauthorised psrsoequipment used for processing personal
data;

2) avoid unauthorised reading, copying alteration in the data processing system and

unauthorised removal of data media;

3) prevent the unauthorised recordingyafien or erasure of personal data and ensure
that it be subsequently possible to determine whgrnyhom and which personal data were
recorded, altered or erased,

4) ensure that every user of a data praugsystem only has access to personal data

permitted to be processed by him or her and ta#te processing permitted for him or her;



5) ensure the existence of informationtf@ttansmission of personal data regarding
when, to whom and which personal data were tramsth#nd the unaltered storage of such
data;

6) ensure that unauthorised reading, capfteration or erasure of personal data is not
carried out in the transmission of the personad tigtdata communication equipment and in
the transportation of data media;

7) organise the work of enterprises, agenand associations in a manner that allows
compliance with data protection requirements.

3) Chief processors and authorised processe required to maintain records on the
devices and software which are under the supervitiereof and used in the processing of
personal data and they shall document the follownfgrmation:

1) the name, type and location of the dewicd the name of the manufacturer of the
device;
2) the name and version and the name atagslef the manufacturer of the software

and the location of the documents of the software.

§ 20. Requirements for persons who process persatel

(2) Persons who are subordinate to chiefgssors or authorised processors and who
process personal data are required to procesdauttie purposes and under the conditions
specified in this Act and according to the orderd mstructions provided by the chief
processors.

(2) The persons specified in subsectioro{1his section are required to maintain the
confidentiality of personal data which become kndwithem in the performance of their
duties even after performance of their duties irgdgtio the processing, or after termination of
their employment or service relationships.

3) Chief processors and authorised procssse required to ensure the training in
personal data protection to persons subordindteeto who process personal data.

Chapter 4

Notification of Processing of Personal Data

8 21. Notification obligation
(1) A chief processor of personal data gineed to notify the Data Protection

Inspectorate of processing of private personal dldite private personal data are processed in



digital form with a computer or in a file of papevkere the private personal data are easily
accessible on the basis of certain criteria.

(2) The notification obligation does not Bpib personal data are processed in a general
national register or a state register or if thespeal data are processed pursuant to an Act or

Regulation.

8 22. Notice concerning processing of personal data

(1) In order to perform a notification olaigon specified in subsection 21 (1) of this Act,
a chief processor of personal data shall submitti@e concerning processing of private
personal data (hereinafter notice).

(2) A notice concerning processing of peatalata shall be submitted as a digital entry
in the register of processors of personal dataastlone month before processing of the
personal data commences.

3) A notice shall set out:

1) the name, registry code or personaltifieation code, place of business, seat or
residence and details (postal address, telephambéen) e-mail address etc) of the chief
processor and authorised processor;

2) the purposes of processing of the paistaia,;

3) the categories of the personal data;

4) the categories of persons whose datpraessed;

5) the sources of the personal data;

6) persons or categories thereof to wha@msimission of the personal data is permitted;
7) the conditions for transmission of tleegonal data to foreign states;

8) the conditions for the blocking, erasanel destruction of the personal data;

9) a general description of organisatiophysical and IT security measures to protect

personal data specified in subsection 19 (2) of Aut.
(4) A notification obligation is deemed te performed as of entry of the notice in the

register of processors of personal data.

§ 23. Notification of alteration of data

A chief processor is required to notify the DatatBction Inspectorate of the alteration or
amendment of the data entered in the registeranfgsisors of personal data before
implementation of the corresponding alterationaraendments pursuant to the procedure
provided for in § 22 of this Act.



Chapter 5
Registration of Processing Sensitive Personal Data

§ 24. Obligation to register processing of sensipersonal data

(2) Chief processors are required to regjstecessing of sensitive personal data with the
Data Protection Inspectorate.

(2) A chief processor who applies for anwtgt licence or a licence in an area of activity
which involves processing of sensitive personah datbefore application for the activity
licence or licence, required to register the prsicgswith the Data Protection Inspectorate.
The activity licence or licence shall not be issuatkss the processing of personal data is
registered.

3) Processing of sensitive personal daa#l ble registered for a term of five years. At
least three months before expiry of the term, afghriocessor is required to submit a new
registration application which complies with thgueements of § 25 of this Act. Upon

expiry of the term, the chief processor loses itjlet to process sensitive personal data.

4) Processing of sensitive personal dapadhibited:

1) upon failure to register the processihgensitive personal data with the Data
Protection Inspectorate;

2) if the term for the registration of pessing of sensitive personal data has expired and
the chief processor has not submitted a new ragjstr application;

3) if the Data Protection Inspectorate $izspended or prohibited the processing of
sensitive personal data.

(5) The Data Protection Inspectorate sledillse to register processing of sensitive
personal data if:

1) there is no legal basis for the procesgsi

2) the conditions for processing do not pnwith the requirements of this Act, another
Act or legislation issued on the basis thereof;

3) the applied organisational, physical Bihdecurity measures to protect personal data

do not ensure compliance with the requirementsigealfor in § 19 of this Act.

8 25. Registration application



(1) A registration application shall be sutved to the Data Protection Inspectorate in
digital form through its web site for entry in thegister of processors of personal data at least
one month before processing of sensitive persaatal commences.

(2) A registration application shall set tha following:

1) the name, registry code or personaltitieation code, place of business, seat or
residence and details (postal address, telephaméery e-mail address etc) of the chief
processor and authorised processor;

2) the purposes of processing of the paistata;

3) the categories of the personal data;

4) the categories of persons whose datpracessed,

5) the sources of the personal data;

6) persons or categories thereof to whamsimission of the personal data is permitted;
7) the conditions for transmission of tleegomnal data to foreign states;

8) a detailed description of organisatippalysical and IT security measures to protect

personal data specified in subsection 19 (2) of Aut.

8§ 26. Processing of registration application

(2) The Data Protection Inspectorate shedide to register or refuse to register the
processing within twenty working days as of theed#tsubmission of the registration
application.

(2) The Data Protection Inspectorate magensthe preparedness for the processing of
personal data on site. In such case, the ternihéadjudication of the registration application
is extended by ten working days. As a result gb@asion, the Data Protection Inspectorate
may give recommendations for the application arehgithening of organisational, physical
and IT security measures to protect personal data.

3) The right of a chief processor to precesnsitive personal data arises as of the date
determined in the decision specified in subsedtigrof this section. If the decision specified
in subsection (1) of this section does not speifgrm, the chief processor has the right to
process sensitive personal data as of the datenviol) the date of entry of the decision in the
register of processors of personal data.

4) A decision to register processing ofsséare personal data is deemed to have been
delivered to the chief processor upon disclosurta@fdecision on the web site of the Data

Protection Inspectorate. A notation concerning@silen to refuse to register shall be made in



the register of processors of personal data andppkcant shall be notified of the decision

by delivery thereof.

(5) A chief processor is required to registe alteration or amendment of data entered in
the register of processors of personal data wilthta Protection Inspectorate. The
provisions concerning the terms for the registratd processing of personal data apply to the

registration of alteration or amendment of data.

§ 27. Register of processors of personal data

(1) The register of processors of persoatd 5 a database maintained by the Data
Protection Inspectorate pursuant to the procedstebkshed by the Government of the
Republic in which notices concerning the processingrivate personal data and information
concerning registration of processing of sensipigesonal data are registered.

(2) Information submitted to the Data Praitat Inspectorate concerning the
organisational, physical and IT security measurgsdtect personal data, and information
concerning the conditions of blocking, erasureeastdiction of personal data is deemed to be
information intended for internal use.

3) A register means information which istba web site of the Data Protection
Inspectorate for public use, except informationcdpe in subsection (2) of this section and
information pertaining to the processing of persaada in security authorities.

4) Data entered in the register are infaivea Entries concerning the registration of

processing of sensitive personal data have lefgdtef

Chapter 6

Transmission of Personal Data to Foreign States

§ 28. Transmission of personal data to foreigrestat

(2) Personal data from a database locatégtonia may be transmitted to a state with a
sufficient level of data protection.

2 (Repealed - 14.04.2004 entered intoef@t.05.2004 - RT | 2004, 30, 208)

3) Transmission of personal data is pesaditb the Member States of the European
Union, state parties to the Agreement of the Euailofeconomic Area and to states the data
protection level of which is deemed to be suffitiey the Commission of the European
Communities. Transmission of personal data is eonted to states the data protection

level of which is deemed to be insufficient by bemmission of the European Communities.



4) Personal data may be transmitted ta@ida state which does not meet the condition
provided for in subsection (1) of this section owiyh the permission of the Data Protection
Inspectorate:

1) if, in the specific case, the chief prssor guarantees the protection of the rights and
private life of the data subject in the state;

2) in the specific case of transmissiop@fsonal data, the sufficient level of data
protection is ensured in the state. Upon assessohéme level of data protection,
circumstances related to the transmission of patstata, including the categories of data,
the purposes and duration of processing, transomssidata to the country of destination and
to the final country of destination and the lavttué state shall be taken into account.

(5) The Data Protection Inspectorate simétirm the Commission of the European
Communities of a permission granted pursuant teettion (4) of this section.

(6) Without the permission of the Data Pctitsn Inspectorate, personal data may be

transmitted to a foreign state where the sufficlenel of data protection is not ensured:

1) if the data subject has consented tbgret
2) in the cases provided for in subsectiérf2) of this Act;
3) if the data are transmitted to the fgmestate in cryptographic form and the data

necessary for decoding is not communicated todretdgn state.

Chapter 7
Rights of Data Subject

8 29. Right of data subject to receive informatol personal data relating to him or her in
processing of personal data

(1) At the request of a data subject, thefghrocessor and the authorised processor shall
notify the data subject of the following:

1) the personal data relating to him or, her

2) the purposes of processing of the paistata;

3) the categories and sources of the palstaia;

4) third persons or categories thereof honv transmission of the personal data is
permitted,;

5) the name and address of the place ahéss of the chief processor.

(2) A data subject has the right to recewpies of personal data relating to him or her

from a chief processor or authorised processor.chiref processor or authorised processor



may charge up to 3 kroons per page for copies parpaarting from the twenty-first page. A
fee for the release of personal data may be chaigedor the repeated release of the same
personal data.

3) A chief processor or authorised processcequired to provide a data subject with
information and the requested personal data ce thatreasons for refusal to provide data or

information within five working days after the datkreceipt of an application.

§ 30. Exceptions to right to receive informatiorl grersonal data
(1) The right of a data subject to receieimation and personal data relating to him or

her in the processing of personal data is restricténis may prejudice:

1) the rights and freedoms of other persons

2) protection of the confidentiality ofiéition of a child;

3) prevention of a criminal offence or agipension of a criminal offender;
4) ascertainment of the truth in a crimipadceeding.

(2) A chief processor shall make a decismrefuse to provide data or information and

shall notify the data subject thereof.

8 31. Right of data subject to demand terminatioprocessing of personal data and
rectification, blocking and erasure of personahdat
(1) If processing is contrary to this Acther Acts or legislation established on the basis

thereof, a chief processor or authorised proceassat the request of the data subject,

required to:

1) terminate the processing of personal datting to him or her;
2) rectify inaccurate personal data;

3) block or erase the collected persontl.da

(2) A chief processor or authorised processoequired to promptly notify the data
subject and third persons to whom personal data haen transmitted of the rectification of
inaccurate personal data or the blocking or erasupersonal data.

3) The obligation specified in subsecti@ip gf this section does not apply:

1) if the data subject is aware of theuwinstances listed in subsection (2);
2) in the cases provided for in subsecB0r{l) of this Act;
3) if notification of the data subject wduhvolve difficulties on a disproportionate

scale.



§ 32. Data subject's right of recourse to Datadetain Inspectorate or court
A data subject has a right of recourse to the Pabéection Inspectorate or a court if the data
subject finds that his or her rights are violatedhie processing of personal data.

§ 33. Right of data subject to claim compensat@rdamage

If the rights of a data subject are violated in phecessing of personal data, the data subject
has the right to claim compensation for the dantagesed to the data subject:

1) on the bases and pursuant to procedoseded for in the State Liability Act (RT |
2001, 47, 260; 2002, 62, 377) if the rights ardated in the course of performance of public
duties or

2) on the bases and pursuant to procedokeded for in the Law of Obligations Act

(RT 12001, 81, 487; 2002, 60, 374) if the rights @iolated in a private law relationship.

Chapter 8

Supervision

§ 34. Supervision

(2) The Data Protection Inspectorate shalhimor compliance with this Act and

legislation established on the basis thereof.

(2) The Data Protection Inspectorate mayait@ supervision proceedings on the basis of
a complaint or on its own initiative.

3) In the organisation of supervision, Bega Protection Inspectorate is independent and
shall act pursuant to this Act, other Acts anddkdgion established on the basis thereof.

§ 35. Requirements for head of Data Protectiondo&pate

(2) A person who has completed higher edocatith sufficient legal training and
management and IT administration and auditing epee may work as the head of the Data
Protection Inspectorate.

(2) A person who has been convicted of &enitionally committed criminal offence or
who has been released from any position or offecgiiring higher education due to
unsuitability for continued work shall not be theal of the Data Protection Inspectorate.

3) The head of the Data Protection Inspatéoshall not hold any other remunerative

position or office during his or her term of offj@xcept teaching or research.



4) The Government of the Republic shallttoe proposal of the Minister of Internal
Affairs, appoint to office the head of the Datat@obion Inspectorate for a term of five years.
The head of the Data Protection Inspectorate sloalbe appointed to office for more than

two consecutive terms.

8 36. Functions of Data Protection Inspectorate

(2) The Data Protection Inspectorate shall:

1) monitor compliance with the requiremeorsvided for in this Act;

2) apply administrative coercion on thedsago the extent and pursuant to the procedure
prescribed by Acts;

3) initiate misdemeanour proceedings, dessary, and impose a punishment;

4) co-operate with international data prtta supervision organisations and foreign

data protection supervision authorities and otbengetent foreign authorities and persons;

5) provide recommended instructions forithplementation of this Act;
6) perform other functions arising from é.ct
(2) In the performance of its functions, ta Protection Inspectorate has all the rights

provided for in this Act and legislation establidian the basis thereof, including the right to:

1) suspend the processing of personal data;

2) demand the rectification of inaccuratespnal data;

3) prohibit the processing of personal data

4) demand the blocking or the terminatibprocessing of personal data (including

destruction or transfer to an archives);

5) promptly apply, if necessary, the orgational, physical and IT security measures to
protect personal data pursuant to the proceduneded for in the Substitutive Enforcement
and Penalty Payment Act (RT 12001, 50, 283; 90) %8 order to prevent damage to the
rights and freedoms of persons;

6) demand relevant documents and otherssacginformation from persons and make
copies of the documents.

3) A competent official of the Data Protentinspectorate has the right of unhindered
access to inspect the territory or rooms of chietpssors and authorised processors, the right
to obtain access to the documents and equipmentiieff processors and authorised
processors, including recorded data, and to soffwaed for data processing.

§ 37. Obligations of Data Protection Inspectorate



An official of the Data Protection Inspectorateaguired to:
1) act pursuant to this Act, other Acts &glslation established on the basis thereof;
2) maintain the confidentiality of restadtinformation and personal data which become

known to him or her in the performance of his or thaties over an unspecified term;

3) present identification at the requeshefperson being inspected,;
4) prepare an inspection report on theltesd supervision;
5) in the event of violation of the persbaata processing requirements, explain the

nature of the violation to the chief processorwharised processor or the representative
thereof and demand termination of the violation;
6) in the event of violation of the perslodata processing requirements, issue a precept

or initiate misdemeanour proceedings.

§ 38. Term for review of complaints

(2) The Data Protection Inspectorate sletlesa complaint within thirty days as of
submission of the complaint with the Data Protettitspectorate.

(2) The Data Protection Inspectorate magrekthe term for review of a complaint for
up to sixty days in order to additionally ascerti@@cts necessary for settling the complaint.

The complainant shall be notified of extensionhaf term in writing.

§ 39. Inspection report

(1) An inspection report shall be preparadnitoring of the compliance with the
personal data processing requirements.

(2) An inspection report shall set out:

1) the given name, surname and officidd tf the person who prepared the report;

2) the given name, surname and addreseadddressee of the report or the name and
postal address of a legal person;

3) the content of the act (legal basistsfastablished, explanations of chief processors or
authorised processors or their representative®tnat facts relevant to the matter);

4) the time and place of preparation ofréeort;

5) the signature of the person who preptredeport.

§ 40. Precept of Data Protection Inspectorate



(1) In order to ensure compliance with t#hes, an official of the Data Protection
Inspectorate has the right to issue precepts &f phocessors and authorised processors and
make decisions.

(2) Upon failure to comply with a precepesilied in subsection (1) of this section, the
Data Protection Inspectorate may impose a penalfgngnt pursuant to the procedure
provided for in the Substitutive Enforcement anddy Payment Act.

3) The upper limit for a penalty paymen¢gfied in subsection (2) of this section is 10
000 kroons.

4) The decisions and precepts of the DadéeBtion Inspectorate concerning suspension
of the right to process personal data and ternanaidf and prohibition on the processing of
personal data shall be entered in the registeraafgssors of personal data.

§ 41. Report of Data Protection Inspectorate onpi@mmce with this Act

(2) The Data Protection Inspectorate shdihst a report on compliance with this Act to
the Constitutional Committee of the Riigikogu andhe Chancellor of Justice by 1
December each year.

(2) A report shall contain an overview oé thssential circumstances relating to the
compliance with and implementation of this Act.

3) Reports shall be published on the webdadi the Data Protection Inspectorate.

Chapter 9
Liability

§ 42. Violation of requirements of this Act

(1) Violation of the obligation to registiéye processing of sensitive personal data,
violation of the requirements regarding securityaswges to protect personal data or violation
of other requirements for the processing of persgdata is punishable by a fine of up to 300
fine units.

(2) The same act, if committed by a legabpe, is punishable by a fine of up to 50 000
kroons.

3) The provisions of the General Part ef Benal Code (RT |1 2001, 61, 364; 2002, 82,
489; 86, 504; 105, 612; 2003, 4, 22) and the Cdddisdemeanour Procedure (RT |1 2002,
50, 313; 110, 654) apply to the misdemeanours geal/for in this section.



4) The Data Protection Inspectorate isetktea-judicial body which conducts
proceedings in matters of misdemeanours provideohfthis section.

Chapter 10

Implementing Provisions

§ 43. Amendment of Databases Act
Subsection 12 (2) of the Databases Act (RT |1 1287423; 1998, 36/37, 552; 1999, 10, 155;
2000, 50, 317; 57, 373; 92, 597; 2001, 7, 17; 72002, 61, 375; 63, 387) is repealed.

8 44. Amendment of Public Information Act

The Public Information Act (RT | 2000, 92, 597; 2061, 375; 63, 387) is amended as
follows:

1) subsections 14 (2) and (4) are amendddwarded as follows:

«(2) If a person requests information whichtams sensitive or private personal data
concerning him or her or third persons, the hotifenformation shall identify the person
making the request for information.”

«(4) If a state or local government officialemployee requests information to perform his
or her functions or duties or if a person requpstsonal data concerning a third person, he or

she shall inform the holder of information of thests and purpose of accessing the

information.”;
2) the second sentence of subsection 23 (8pealed;
3) clauses 10) and 11) are added to subse?$ (1) worded as follows:

«10) information which contains private or séws personal data;

11) information which contains personal datbsignificantly breaches the inviolability
of private life of the data subject.”;

4) clause 36 (1) 6) is amended and wordddlbbws:

«B) information which damages the reputatiba state or local government official, a
legal person in private law performing public deta a natural person, except sensitive or
private personal data;”

5) section 37 is repealed,;

6) subsections 38 (2) and (4) are amendddwarded as follows:



«(2) If the grant of access to information ncayse the disclosure of restricted
information, it shall be ensured that only the drthe information or document to which
restrictions on access do not apply may be accéssed

«(4)  The head of an agency may decide to grecgss to information classified as internal
to persons outside the agency if this does not darttee interests of the state or a local
government.”;

7) section 39 is amended and worded asvist|

«8 39. Access to information which contains pertdata

(1) A holder of information shall grant assdo personal data in its possession upon the
existence of a basis provided for in the Persorah[Protection Act pursuant to the procedure
provided for in this Act.

(2) A holder of information is required tamtain records concerning to whom, for what
purpose, when, in which manner and which infornmatiassified as internal which contains
personal data is released.

3) In order to ascertain the truth in cniadiproceedings and ensure the security of
persons, a competent official conducting an ingesitbn or state supervision may grant
access to information classified as internal witichtains personal data. If compliance with a
restriction on access may endanger the life, healfiroperty of other persons, the restricted
information shall be promptly disclosed in a manpr@vided for in subsection 30 (4) of this
Act.”;

8) subsections 40 (1) and (3) are amendddmvrded as follows:

«(1)  Arrestriction on access to informatioteimded for internal use applies as of the
preparation or receipt of the documents for as s necessary, but not for longer than five
years. The head of an agency may extend the temp by five years if the reason for
establishment of the restriction on access consino@xist.”

«(3)  Arrestriction on access to informatioasdified as internal which contains private
personal data applies for 75 years as of the reoegiocumentation thereof or for 30 years as
of the death of the person or, if it is impossildlestablish death, for 110 years as of the birth
of the person.”;

9) subsection 41 (2) is amended and woadedllows:

«(2)  The person who prepares a document Gkdsis information intended for internal
use shall make a notatioASUTUSES SESEKSKASUTAMISEKS' ["FOR INTERNAL

USE"] in capital letters on the document or filedafcuments, if the medium enables this, or

use the corresponding abbreviatiii. The name of the holder of information, the basis



the restriction on access, the final date for ajapion of the restriction on access and the date
on which the notation is made shall be added tottation.”;

10) clause 6) is added to § 47 worded asviali

«B) the clearly expressed request of theopefiBng the challenge.”;

11) clause 51 (1) 8) is amended and wordddllasvs:

«8) has failed to establish restrictions oteas to information provided by law;”;

12) subsection 541) is amended and worded as follows:

«(1)  Knowing release of incorrect public infaation or knowing disclosure or release of
information intended for internal use or failurectmmply with a precept of the Data

Protection Inspectorate is punishable by a finepofo 300 fine units.

§ 45. Registration of sensitive personal data mansto earlier Act

The registration of processing of sensitive persdata pursuant to the Personal Data
Protection Act (RT | 1996, 48, 944; 1998, 59, 9111, 1833; 2000, 50, 317; 92, 597; 104,
685; 2001, 50, 283; 2002, 61, 375; 63, 387) istvaithin three years after the entry into

force of this Act.

8 46. Consent for processing of personal data gddmefore entry force of this Act

(2) A consent for the processing of persaiah granted before the entry force of this
Act is deemed to be valid if the consent compliéh ¥he requirements of the Act which was
in force at the time of grant of the consent.

(2) Chief processors and authorised proessswll notify a data subject, at the request
of the data subject, of termination of processing eectification, blocking, and erasure of

personal data and of the conditions for accessiteopal data within ten working days.

8 47. Repeal of previous Personal Data Protecticin A
The Personal Data Protection Act (RT 1 1996, 48l;9498, 59, 941; 111, 1833; 2000, 50,
317; 92, 597; 104, 685; 2001, 50, 283; 2002, 65, 83, 387) is repealed.

8§ 48. Introduction of register of processors ospeal data
The register of processors of personal data skahltooduced as of 1 July 2004. Until
introduction of the register, applications spedfie subsection 25 (1) of this Act shall be

submitted to the Data Protection Inspectorate gepaChief processors who have



commenced the processing of personal data befdué/2004 shall comply with the

notification obligation by 31 October 2004.

§ 49. Entry into force of the Act

(1) This Act enters into force on 1 OctoBe03.

(2) Chapter 4 and subsection 26 (4) of Autsenter into force on 1 July 2004.

3) Subsection 28 (2) of this Act becomealid and subsections 28 (3) and (5) enter

into force upon Estonia’'s accession to the Europkaon.
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